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Abstract

The development of digital technologies, alongside their
undeniable advantages, has generated serious challenges for the
protection of privacy. The emergence of social networks, artificial
intelligence, and the Internet of Things has enabled the large-scale
collection of personal data by both public and private actors,
thereby significantly diminishing individuals' control over their
own information. Adopting a descriptive-analytical approach, this
research examines the challenges of privacy protection across
three legal systems: the United States, the European Union, and
Iran. In the United States, the legal framework for privacy
protection is based on statutes such as the Privacy Act of 1974
and the Children's Online Privacy Protection Act (COPPA),
which emphasize self-regulation and the role of the private sector.
However, due to a lack of regulatory coherence and heavy
reliance on voluntary compliance mechanisms, this system faces
significant enforcement challenges. By contrast, the European
Union, through the General Data Protection Regulation (GDPR),
has established a comprehensive and stringent regime grounded
in principles such as transparency, consent, and the right to be
forgotten. In Iran, although constitutional principles—
particularly Articles 22 and 25 of the Constitution—along with
sectoral laws such as the Computer Crimes Act and the Electronic
Commerce Act provide fragmented forms of privacy protection,
the absence of a comprehensive data protection statute, regulatory
fragmentation, and weak oversight mechanisms constitute major
challenges. The findings of this research emphasize the
importance of employing protective technologies such as
encryption and digital identity management, as well as the critical
role of user education and cooperation between governmental and
civil institutions in enhancing data protection.
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