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Abstract

Blockchain technology, as a secure, reliable, fast, decentralized,
and peer-to-peer system, provides an appropriate platform for
the storage and protection of trade secrets. Today, this
technology is increasingly regarded worldwide as a novel
solution for safeguarding and preserving trade secrets. With the
rapid advancement of technology, the accelerated flow of
information, and the growing mobility of employees between
companies, traditional tools such as non-disclosure agreements
or notarized undertakings no longer possess the necessary
efficacy to prevent the disclosure of confidential information.
This has led to an increase in the unauthorized dissemination of
trade secrets, causing significant harm to their owners.
Moreover, establishing ownership and meeting the legal
requirements for trade secrets has become a serious challenge
for rights holders, as conventional mechanisms lack the capacity
to address these issues adequately. In this context, blockchain
technology can offer an effective solution to these challenges.
This article analyzes the capabilities of blockchain technology,
assesses the feasibility of its application in the protection of
trade secrets, and examines its admissibility as evidence in
judicial proceedings. In doing so, it also explores the legal
challenges posed by various legal systems and proposes
solutions for enhancing the security of confidential information
and establishing legal ownership. The findings of this study
indicate that blockchain, by enhancing transparency and
security, can serve as an effective tool for the protection and
management of trade secrets in the digital age.
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1. DIRECTIVE (EU) 2016/943 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 8
June 2016 on the protection of undisclosed

2. The Uniform Trade Secrets Act (UTSA) was published by the Uniform Law Commission (ULC) in
1979 and amended in 1985.

3. DEFEND TRADE SECRETS ACT OF 2016
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4. Hash

5. The Uniform Trade Secrets Act (UTSA) was published by the Uniform Law Commission (ULC) in
1979 and amended in 1985.

6. AGREEMENT ON TRADE-RELATED ASPECTS OF INTELLECTUAL PROPERTY RIGHTS
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15. Vermont Statutes, 12 V.S.A. § 1913 (Blockchain enabling; self-authentication of blockchain
records).
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16. Arizona Revised Statutes, A.R.S. § 44-7061 (Signatures and records secured through blockchain
technology; smart contracts).

17. Texas Senate Bill 1859 (2019) (recognizing “electronic data systems” including blockchain/DLT
for entity recordkeeping

18. Hangzhou Huatai Yimei Culture Media Co., Ltd v Shenzhen Daotong Technology Development
Co., Ltd. (Case No.: 055078 (2018) Zhe 0192 No. 81)

19. The Supreme People’s Court of The People’s Republic of China, Statement on the admissibility of
blockchain evidence (2018).
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