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Abstract

The rapid evolution of communication technologies and the
dominance of social networks have fundamentally transformed
social and political dynamics. They have also turned the digital
ecosystem into an emerging arena for digital terrorists to
propagate extremism, recruit operatives, organize operations,
and facilitate financial flows. This development clearly
exposes the inadequacy of traditional, hard-security-oriented
models and renders the transition to comprehensive and
interdisciplinary approaches inevitable. From an evaluative
standpoint, although the implementation of targeted economic
sanctions is considered a fundamental mechanism for blocking
the financial lifelines of digital terrorists, the emergence of
advanced financial instruments such as crypto-assets and
decentralized systems has introduced novel technical and legal
complexities to enforcing these restrictions. From a
comparative perspective, contrasting unilateral, security-centric
approaches with models grounded in multilateral governance
indicates that the tension between security imperatives and the
protection of users' digital rights can only be resolved through
the deployment of smart monitoring technologies, the
strengthening of cross-border cooperation, and the
establishment of independent oversight bodies. In this manner,
counter-terrorism measures—while striking a balance between
security, justice, and international human rights standards—
will not infringe upon privacy and freedom of expression,
thereby preserving the digital space as a secure, free, and
trustworthy environment for all.
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16. Defined in: Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021
on Addressing the Dissemination of Terrorist Content Online (O.J. L 172, 17 March 2021, p. 79)
[hereinafter ‘Regulation (EU) 2021/784’], Article 2 (1).

17. International Emergency Economic Powers Act, Pub. L. No. 95-223, 50 U.S.C. § 1701 et seq. (1977).
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